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Abstract
Cognitive radio is a robust technology that helps to overcome spectrum underutilization. In
recent generations, there has been an exponential growth in bandwidth usage and arising
underutilization of radio spectrum resources, due to increasing the extent of radio spectrum
demands. However, the spectrum detection and decision threshold techniques are a promised
wireless communication technology dedicated to the efficient use of the free spectrum bands.
The main challenges in cognitive radio network (CRN) are an inefficient use of licensed
spectrum bands due to noise uncertainty, the selection of the most appropriate decision threshold
technique based on fading environments. Therefore, investigations on minimizing interferences
to obtain accurate information from the desired sensing region of licensed bands at the fusion

center during the energy detection process.

In this thesis work, performance analysis of decision thresholds on dual-hop CRN’s based on
energy detection (ED) to conquer the reviewed problems on kinds of literature. Thus, the
comparatives of fixed and adaptive threshold techniques receiver operating characteristic (ROC)
curve plots based on the effect of noise uncertainty (NU) parameters and different SNR

Environments to obtain outperformed decision thresholds.

In addition, evaluating the effect of the number of signal samples size on detection probability
during the ED process, the performance analysis of adaptive ED at different SNR environments
based on ROC and complementary ROC curve plots. Moreover, in the evaluation of hard
decision rules performance for adaptive thresholds of ED at fusion center (FC), the obtained
ROC curve plots for “’Logic-OR’’ fusion rule performs high false alarming probability with
high detection probability than “’Logic-AND’’ Rules. Based on discussion results, adaptive
decision thresholds performed better than fixed thresholds at low SNR conditions, while the
fixed decision thresholds relatively had better performance in high SNR environments.
Furthermore, when the sample size increases the detection performance also increases
proportionally at perceived SNR ranges. Lastly, the performance evaluations are executed using
MATLAB R2018a software and an OFDM signal with Quadrature Phase Shift Keying (QPSK)
scheme is advanced based on desired values of false alarming probability (Pga < 0.1) and

detection probability (P, > 0.9) at different SNR and number of sample size (N) values.

Keywords: CRN, Energy Detection, Sample Sizes, Decision Thresholds, Fusion Rules, NU.
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Chapter 1

Introduction

1.1 Background

Wireless communication is a method of transmitting information from one point to another
without any connection like, wires, cables, or any physical connection medium, generally, in a

communication system information is transmitted from transmitter to receiver that placed over

a limited distance.

In [1], Radio communications have grown very great in amount since the early development in
the late 19th and early 20th century and now have affected people’s lives in every corner of the
globe. As a having a great value, the radio spectrum must be carefully managed to mitigate
spectrum pollution, maximize utilization, and decreases interference. In different countries,
wireless systems i.e. commercial or government-operated (licensed) spectrum allocated by the
regulatory agencies. In the US, the two main policymakers who oversee spectrum use — the
NTIA (National Telecommunications and Information Administration) and the FCC (the federal
communications commission) — have divided the usable radio spectrum (0-300 GHz) frequency
bands, which are allocated to radio services for examples, fixed, radio navigation, mobile
telephony, TV broadcasting, and various satellite services. [1] The radio spectrum allocated for

different radio transmissions and applications shown in figure. 1.1.

TV,

e IMT (GSM,
3G, LTE)
Long wave Medium FM = WiFi Satellite
radio wave radio radio broadcasting
L Rig g 2 2
ELF | [ stF | [[ucr | [ver | [t | [ mF | [ HE | [ vHF | [[UHE [ sHE | [ EHF | [ THF
= S ==
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Figure 1- 1: Radio spectrum allocated for wireless communications
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Because the increasing demand for wireless, communications has increased the demand for
radio spectrum. Therefore, some of the new broadband communication technologies were

introduced to utilize the radio spectrum effectively [2].
< Multiple-Input Multiple-Output (MIMO)

MIMO is a wireless technology, in which the radio trans-receiver has multiple antennas for
digital data communications. The IEEE802.11n (i.e. Wi-Fi) uses MIMO to achieve the
maximum data rate up to 600Mbps at 2.4 GHz [1, 2]. Therefore, cognitive radio systems that
allow higher data throughput without additional bandwidth or power increase and which
includes large-scale antenna arrays are capable of shrinking the cell size and minimizing the
transmit power for channel training.

% Cooperative MIMO Communications.

Todays, the major problems in wireless communications are efficient use of bandwidth, reliable
and higher data speeds. In additions, it is difficult to obtain reliable and accurate data at the
receiver end due to interference, fading and others hidden terminals. Therefore, the important
role of MIMO antennas, different copies of the same data transmitted by using multiple antennas
play an important role for the efficient use of bandwidth, and reliable data transmission. Because
of antenna size and wireless communication devices hardware complexity, difficult to use
MIMO antennas on each mobile ends. So, using virtual MIMO systems, through cooperative
communications, due to a single mobile antenna can use as a MIMO system [2]. Therefore, in a
cooperative communication network, in Virtual MIMO scenario each node assists and cooperate
with each other in order to achieve the diversified transmission through a virtual MIMO system
[3]. Furthermore, cooperative networks used for reliable transmission and data rate by exploiting
spatial diversity in a multi-user environment using cooperative techniques: -

» Relaying that facilitates the signal transmission between the source and the destination

utilizing less power.
» The cooperative MIMO, which forms a distributed antenna system employing antennas

of different users, is effective for poor line-of-sight propagation and for cell-edge users
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and Multi-cell MIMO, the cooperation among base stations established via high-
capacity wired backhaul links.

1.2 Statement of the Problem

The exponential growth of wireless communications has led to spectrum scarcity. Although
cognitive radio has been developed to solve the spectrum scarcity and spectrum under-
utilization issues. As an intelligent wireless communication system, cognitive radio is aware of
the radio frequency environment and it selects the communication parameters (such as carrier
frequency, modulation type, bandwidth, and transmission power) accordingly to optimize the
spectrum usage and adapt its transmission environments. However, spectrum sensing in
cognitive radio may suffer from the hidden terminal problem and very difficult task, as the
various primary users will be employing different modulation schemes, data rates, and
transmission powers in the presence of variable propagation environments and interference
generated by the secondary users. The main challenges that require a great deal of investigation
include: - The occurrence of spectrum scarcity and spectrum under-utilization due to: - the
exponential growth of current wireless communication network technologies and the lack of
trends in the adoption of adequate decision thresholds and spectrum sensing techniques based
on their essential features, the performance of the energy detector is highly affected by noise
variances in the wireless communication environments and the noise uncertainty (NU) problem
includes the irregularity of noise power at the secondary user side due to a lack of prior
knowledge of ED features during its operation. Moreover, the increasing wireless channel noise
variances at low SNR environments highly affect the performance of decision thresholds of ED
during its operations and the PU’s information accuracy and reliabilities are great demands in
CRN operations. However, during detection operation of wireless communication channels is

highly affected due to the existence of distributional uncertainty of noise power.
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1.3 Objective of the Research
1.3.1 General Objectives

The main objective of this thesis is a performance analysis of decision thresholds on dual-hop

cognitive radio networks based on the Energy detection technique.
1.3.2 Specific Objectives

The specific objectives of this thesis work include:

% To analyze and compare the ROC curves for both decision threshold techniques:
adaptive and fixed threshold techniques based on ED at different SNR environments.
¢+ To analyze the effect of the number of signal samples and SNR on detection probability

with varying Probability of false alarming (Pga).

% The comparative analysis of decision thresholds performance with known and without
NU factors.

«+ Toanalyze the performance of adaptive threshold techniques for energy detections based
on consideration of different noise uncertainty parameters with a specific signal-to-noise
ratio (SNR) and the number of signal sample sizes (N).

¢ To evaluate and compare the performance of hard decision fusion rules for adaptive

thresholds of Energy detection at the fusion center.

1.4 Scope of the Research

These research work intentions on the performance analysis of decision thresholds on dual-hop
cognitive radio networks based on Energy detection technique for efficient utilization of free

spectrum bands on cognitive radio network users.
1.5 Thesis Contributions

In the telecom industry, due to the rapidly increasing demands of wireless communication
technologies and increasing network coverages, spectrum scarcity is a critical problem. For this
reason, evaluating the performance of cognitive radio networks based on their spectrum sensing
technique and final decision threshold is a solution. This thesis work contributes and addresses

supportive information includes:
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+«+ Determining the efficient decision threshold technique based on an energy detection
(ED) spectrum-sensing algorithm with a high probability of detection at low SNR
environments on dual-hop cognitive radio networks.

+« Providing a deep consideration of the adaptive threshold of ED techniques on dual-
hop CRNs, to get the intended sensing performance over Rayleigh fading
environments.

¢+ To increase the probability of detection accuracy and reliability, determining fuzzy
combined logic sensing approach over a specified range of SNR levels during energy

detection operations.

1.6 Thesis Outline

This thesis work organized into five chapters:

Chapter 1: The first chapter deals with the general introduction of the study including a
background of the study, statement of the problem, objectives, methodology, Motivations, and
scope of the research.

Chapter 2: The second chapter discusses the cognitive radio network basic concepts and
functions of the cognitive radio networks. In addition, it describes the spectrum-sensing methods
concept based on primary users (PUs) and secondary users (SUs) details.

Chapter 3: The third chapter discusses about the proposed system model and cognitive relaying
protocols for CR systems, the common wireless communication models, fading channels, path
loss, SNR, noise uncertainty, decision thresholds and energy detection process during
operations.

Chapter 4: The fourth chapter deals with results and discussions.

Chapter 5: Finally, chapter five presents a conclusion that summarizes the major points of the

Research and recommendations forwarded for further research works.
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Chapter 2
Overview of Cognitive Radio Networks

2.1 Introduction

Cognitive radio is the latest technique, which can address the spectrum scarcity problem in many
efficient ways. Due to the expansive growth in the usage of wireless communication systems
around the world, there is a great demand for spectrum resources. Therefore, initiating the
secondary spectrum use on an opportunistic basis makes wireless communication systems
flexible; it can also provide future support for the growth in traffic and can enhance the demand
in the traffic. Spectrum sensing enables cognitive radio systems to detect unused portions of the

radio spectrum and then use them while avoiding interferences to the primary users.

What has motivated cognitive radio technology, an emerging novel concept in wireless access,
is spectral usage experiments done by FCC and show that at any given time and location, much
of the licensed (pre-allocated) spectrum is idle because licensed users (termed primary users)
rarely utilize all the assigned frequency bands at all-time [14, 15]. Such unutilized bands called
spectrum holes that is resulting in spectral inefficiency. Therefore, poor spectrum management

rather than a true scarcity of usable frequency cause spectrum scarcity [15].

The spectrum is a valuable electromagnetic resource that controlled by government in order to
manage complex issues. Presently, spectrums allocated to service providers by adopting the
policy of fixed allocation in which transmission power is regulated and different frequency
bands assigned for different services and applications. There has been tremendous growth of
wireless users and applications over the last decade. Due to these, new applications require more
spectrum allocation, but it is difficult to find the new spectrum as most of the spectrum bands
are allocated by a policy of fixed allocation of spectrum utilization report provided by Federal
Communications Commission (FCC) that varies between 80% - 90%) and is a function of space
and time [15]. Thus, the persistent increase in demand of spectrum can’t be fulfilled until a new
scheme not found to control the limited spectrum. This new scheme is the dynamic spectrum
access (DSA)in which secondary users (SUs) can use the idle licensed channels
opportunistically known as spectrum hole or white space with only constraint of minimum

interference to primary users (PUs) or licensed users. If the spectrum utilized on a time or
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frequency basis, the spectrum opportunities appear in the form of holes as shown in figure 2.1.
In the time domain, it is the period of time during which the PU is not transmitting and in the
frequency domain, it is the frequency band in which SU can use the frequency band for its
transmission allotted to PU with no or minimum interference [15]. The technology that will
make the dynamic spectrum allocation (DSA) reality is cognitive radio (CR). CR is a smart
device having the capability to sense the entire spectrum in order to find the idle channels and
utilize these idle channels opportunistically for communication as and when required. The
opportunistic usage of these idle channels can increase the utilization of the precious spectrum.
CR can enable the SUs to utilize licensed channels of PUs either on a negotiated or opportunistic
basis. It can provide a basis for efficient wireless communication between users wherein nodes
have the capability to alter any of its transmission or reception parameters in order to adapt to a
continuously changing environment. [14, 15]. Therefore, CR is referring to a radio that can
change its transmission parameters based on interaction with the operational fading environment

and provided with the ability to its users includes [15]:

% Selection of the best vacant channel.

¢+ Firmly decide the presence and absence of the licensed bands

% Coordinate access to the channels with others based on decisions
¢+ Leave the channel when the licensed band detected.

Power Spectrum in Use
» Freguency / v - :
o o
—
® /
, © Dynamic
: = Spectrum
; : Access
- v ' Time

Figure 2- 1: Fundamental working principle of a CR system in [15].
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2.2 Fundamentals of Cognitive Radio Networks

Cognitive radio is a form of wireless communication where a transceiver can intelligently detect
the channels for communication which are in use, and which are not in use and move into unused
channels while avoiding occupied ones [16]. This optimizes the use of available radio-frequency
spectrum while interference minimized to other users. This is a paradigm for wireless
communication where transmission or reception parameters of network or node changed for

communication avoiding interference with licensed or unlicensed users.

A spectrum hole shown in the figure 2-1 is generally a concept of spectrum as non-interfering,
considered as multi-dimensional areas within frequency, time, and space. For secondary radio
systems, the main challenge is to be able to be sensing spectrum, when they are within such
frequency bands [17].

2.3 Characteristics of the Cognitive Radio Networks

There are two main characteristics of cognitive radio networks in [16, 17].
+«+ Cognitive capability: Cognitive Capability defines the ability to capture or sense the
information from its radio environment of the radio technology. Joseph Mitola first
explained the cognitive capability in term of the cognitive cycle “a cognitive radio
continually observes the environment, orients itself, creates plans, decides, and then
acts”
% Re-configurability:
It refers to a radio capability to change the functions, and enables the cognitive radio
programmed dynamically in accordance with radio environment (frequency,
transmission, power, modulation scheme, communication protocol). In additions, in
[16], the parameters included several re-configurability in cognitive radio systems: -
= Operating Frequency: According to ability of CR to change its operating
frequency. Based on the radio environment information, the most suitable
operating frequency can be determined, and the communication can be

dynamically officiated on this suitable operating frequency.
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* Modulation: According to channel conditions and user requirements, the
modulation scheme of CR should be adaptive.

= Transmission Power: Power constraints are control the transmission power
reconfiguration by enabling dynamic configuration for transmission power
within the permissible power limit. If higher power operation is not necessary,
the CR reduces the transmitter power to a lower level to decrease the interference
and allow more users to share the spectrum.

= Communication Technology: Among different communication systems,
cognitive radio used to enable interoperability. The transmission parameters of a
cognitive radio reconfigured during the transmissions. According to the spectrum
characteristics these parameters reconfigured such that the cognitive radio
switched to a different spectrum band, the parameters of the transmitter and
receiver are networks require higher capacity to meet these applications

requirements.

2.4 Functions of Cognitive Radio Networks

In [16], The whole functioning of cognitive radio networks explained through cognitive radio
cycles. Therefore, four major functions of cognitive radio operations in a closed loop cycle

described in the figure 2-2.

F Radio
Environment ﬁ

Spectrum —

. Sensin
Sharing Antennga
CER Closed _ l
I Loop Cycle
— Spectrum
Spectrum \ Sensing
MMobility
_ Spectrum _l
_ Amnalysis &

Management

Figure 2- 2: Block diagram of the basic Cognitive Radio Cycle.
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Spectrum Sensing: The first step of spectrum sensing is that it determines the presence
of primary user on a band. The cognitive radio is able to share the result of its detection
with other cognitive radios after sensing the spectrum [16]. The goal of spectrum sensing
is to find out the spectrum status and activity by periodically sensing the target frequency
band.

Spectrum management: Provides the fair spectrum scheduling method among
coexisting users. The available white space or channel is immediately selected by
cognitive radio if once found. This property of cognitive radio described as spectrum
management. Spectrum sensing, spectrum analysis, and spectrum decision fall in
spectrum management. Spectrum analysis makes possible the characterization of
different spectrum bands, which exploited to get the spectrum band appropriate
requirements of the user. Spectrum decision refers to a cognitive radio decides the data
rate, determines the transmission mode, and the transmission bandwidth. Then, the
appropriate spectrum band selected according to the spectrum characteristics and user
requirements. [16].

Spectrum Sharing: Cognitive radio assigns the unused spectrum (spectrum hole) to the
secondary user (SU) as long as primary user (PU) does not use it. This property of
cognitive radio refers as spectrum sharing.

Spectrum Mobility: When a licensed user detected, the CR vacates the channel. This
property of cognitive radio describes the spectrum mobility and called handoff. This
process allows the CR user to change its operating frequency. In additions, the CR
networks try to use the spectrums dynamically to operate in the best available frequency

band and maintain transparent communication [17].

2.5 Spectrum Sensing Techniques for Cognitive Radio Networks

There are different methods can that be used to enhance the spectrum detection probability and
proposed to identify the presence of signal transmission between the transceivers. Therefore,

there are three types of techniques for spectrum detections in [17]:

1. Transmitter / Non-cooperative spectrum detection techniques.
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2. Cooperative spectrum sensing technique.
3. Interference based detection spectrum sensing technique

Cooperative Sensing

g Matched Filter Detection

=) (MFD)

=

[

o

=

- ‘\

8 Non-Cooperative [

| Energy Detection (ED

2 Sensing/Transmitter & ED)

-] detection

g J

T

o

) 3 Cyclostationary Feature
Interference Based Detection (CFD)

Sensing

Figure 2- 3: General Classification diagram of Spectrum Sensing Techniques.

2.5.1 Transmitter/Non-cooperative Spectrum Detection Techniques.

The key functions of transmitter detection are to detect the unused or vacant spectrum by sensing
the presence of primary users and to analyses the received signal. In [18], this type of spectrum

detection techniques further classified into three methods: -

®,

¢+ Matched filter detector (MFD)
%+ Energy Detections (ED)

®,

¢+ Cyclo-stationary Feature Detections (CFD)

2.5.1.1 Matched Filter Detector (MFD)

The matched filter detector (MFD) is one of the prominent sensing techniques, which requires
perfect knowledge of the transmitted signal or where information from the known signals is
decoded at the receiver end and the channel responses for its coherent processing at the
demodulator. In additions, MFD is a linear filter, which, enhance the signal to-noise ratio (SNR)
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of the PU under additive white Gaussian noise (AWGN). Since it requires the perfect knowledge
of the channel response, its performance degrades dramatically when there is lack of channel
knowledge due to rapid changes of the channel conditions [18]. However, the output (O/P) SNR
is maximized by convolution of the transmitted signal which is unknown signal with a filter
whose impulse response h (n) is time shifted version of the known (reference) signal. Generally,
MFD is used when a prior information like modulation type, spread code, shape of the pulse etc.

In equation (2.1), the MFD operations expressed mathematically [18]:

ym) = Y7

n= —oo

h(n — Dx(1), Eq (2.1)
Where, y (n) = denotes the received signal

x = denotes the transmitted or unknown signal

h = denotes the channel impulse response of MFD, which is match with the known signal

for increasing the output SNR [18]. The block diagram of MFD shown in figure 2-4:

LP , Band Pass Filter __, Recewed Signalat CR | Matched Filter Detection

(BPF) User MFD
S22 | pre defined threshold
E(x) <2 -HO I

Figure 2- 4: A Block diagram of Matched Filter Detection (MFD) techniques
Pros of Matched Filter Detections (MFD)
% MFD have most useful applications in digital communication systems and radars, due to
its objectives of detecting a signal achieved in the noisy environment.
¢+ MFD achieved the certain probability of detection and false alarm probability in a very

fast way.

% Have optimal performance and low computational cost.

The Limitations of MFD

¢ Inacognitive radio network, the transmitted signal characteristics are usually unknown.
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¢ It requires a specific sensing receiver for different types of the primary user’s signals.
Therefore, the MFD performance decrease which leads to unwanted signal detection.

«+ Large power consumption due to the execution of different receiver algorithms for the
detection.

It requires for a prior knowledge.

2.5.1.2 Energy Detections (ED)

This detection method measures the energy of the received signal within the pre-defined
bandwidth and within specific time duration. Therefore, the measured energy compared with a
pre-defined threshold value to determine the status (presence/ absence) of the transmitted signal.
Not requiring channel gains and other parameter estimates, the energy detector is a low-cost
option. However, it performs poorly under high noise uncertainty and background interference
[19]. There are difficulties originate in MFD techniques when sufficient information about the
PU is not found in the Secondary Users end. It is the mostly used scheme due to it does not
requires a prior knowledge about the PU and the implementation complexity is simple. ED may
only need the information about the SNR of PU for calculating the threshold value in order to

compare its output SNR.

Squaring
Device

5| Integrator

k'l-_-l"

Figure 2- 5: A Block diagram for Energy Detection (ED) Techniques

The working process of ED, shown in the above figure 2-5 for calculating the O/P signal energy
of PU from the Band pass filter is squared and integrated and then the final summation of the
each added signal energy value compared with the predetermined threshold value for spectrum

occupancy details of PU.
Pros of ED schemes

¢ Itis Robust in low signal to noise ratio

¢+ Highly robust to prevent the interferences.
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Drawbacks of ED schemes

% It has Low performance when noise uncertainty is avail.

¢+ It requires prior knowledge

2.5.1.3 Cyclo-stationary Feature Detections (CFD)

The transmitted signal from the primary users PUs has a periodic pattern refers to Cyclo
stationarity and used to detect the presence of a licensed user. Periodicity occurs in the signal
due to spread code, modulation, synchronization etc. Nevertheless, the noise signal is a
stationary signal without periodicity. Therefore, using correlation function noise can be
retrieved or bring back from the received signals. If periodicity properties introduced
intentionally to the modulated signals, the statistical parameters of received signal such as mean,
and autocorrelation may vary periodically. Such periodicity of statistical properties used in the
Cyclo-stationary detections. Its input-output (I/O) spectral correlation density may extract
Cyclo-stationary detection properties of the received signal. Therefore, the signal absence status
identified easily because the noise signal does not have Cyclo-stationary properties. While this
detector is able to distinguish among the primary user (PUs) signals, secondary user (SUs)
signals, and interference. Cyclo-stationary detection needs a high sampling rate and a large
number of samples, thus increases the computational complexity in [19].

1P Band Pass Filter Fast Fourier Transform | Correlations R(f)R(f — a)
(BPF) 1 (FFT)

E(x) =4 -HI CFD «— Taking Averages over T

E(x)= A -HO

Figure 2- 6: A Block diagram for Cyclo-stationary detection (CFD) techniques

The process of CFD based sensing method applied as seen in the above figure; the process of
CFD is more effective in an environment where the levels of noise are uncertain. However, the
noise uncertainty occurs because of the spectral correlation function of the AWGN channel is
zero due to the stationary property [19]. The input signals spectral components computed

through the fast Fourier transformer, and then spectral correlation functions carried out on the
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input signal and then estimated. Then after, the presence/ absence of the PU signal distinguished
by calculating the spectral correlation of the PU signal at the CFD [20]. Lastly, the output of the
CFD compared with the predefined threshold value to determine the presence/absence of the

PU’s signal.

++ Limitations of the CFD

The CFD is more robust to uncertain levels of noise and gives much better performance in low

SNR Regions [20]. However, this technique has its own limitations:

v High computational complexity.

v Long sensing time.

Table 2- 1: Comparison of the spectrum detection techniques

Performance Energy Detections (ED) | Cyclostationary Feature Matched Filter
metrics Detections (CED) detections
& High noise power could
Detection Accuracy be a false detection % Best performance at g ptlimal
erformance
& High performances at high | all SNR value
SNR values
Complexity Low Computational Moderate complexity | Most complex
/operational complexity
Robustness + No need of any prior + Noneedof prior |% The receiver
knowledge of PU's PU’s signal EIUUS; 1;1;2:15
signal
+ Requires knowledge of
notse power

2.5.2 Cooperative Spectrum Sensing Technique

The cooperative spectrum detection method refers to where the cognitive radio network’s (CNR)

share their individual sensing information in order to improve the overall sensing/detection
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information about their primary users. This implies that a solution to improve the spectrum
detection performance, the facility to collectively detect the spectrum holes and making it easier
for the secondary users collaborate with primary user. But, in this type of spectrum sensing
technique the cognitive radio network users have to perform the sensing technique only at
particular periodic time intervals as the detected data will be quick because of the factors such
as mobility, channel weakness etc. [20].

2.5.3 Interference Based Detection Spectrum Sensing Technique

The interference-based detection technique is very new concept for the dynamic spectrum access
(DSA). The cognitive radio hubs treat the licensed clients and unlicensed (unauthorized) clients
within the similar network without interference. The higher interference prompts lower Signal-
to-interference proportion (SIR), which implies that the lower limit is reachable for a specific
sign's transfer speed. Not at all like the essential collector identification, the fundamental thought
of impedance temperature executives to set up an upper obstruction limit for the given
recurrence band in a particular geographic area. Therefore, spectrum-sensing techniques mainly
depends on the total number of samples and their sensing threshold. So that, taking a large
number of samples will improve the detection capability to maximum up to a certain value of
SNR and makes the more reliable Cognitive networks. Due to the increase in the number of
samples also increases the sensing time proportionally [19, 20].

2.6 The Applications of Cognitive Radio Networks

A cognitive radio has capability to increase the capability of spectrum efficiency and overall
network capacity through interference-free spectrum sharing among several wireless
communication systems. In addition, CR system is one of the most intensively researched
paradigms in recent wireless network communication systems. Some of most common

application areas includes [20]:

% Next-Generation (5G and beyond) wireless communication networks

¢ Intelligent transportation system (ITS)

>

L)

*

E-Health care and medical applications

L)

X/
L X4

Military network etc...
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2.6.1 Next-Generation (5G and beyond) Wireless Communication Networks

The 5G of wireless communication standards and CRNs believed to be the solution for present
day data intensive applications. CR offers dynamic spectrum sharing to achieve higher spectrum
efficiencies as required as 5G architecture. CR will provide intelligence to both the user-side
and provider-side equipment to manage the air interface and network efficiently. At the user-
side, a mobile device with multiple air interfaces (e.g., Wi-Fi, WiMAX, cellular) can observe
the status of the wireless access networks (e.g., transmission quality, throughput, delay, and
congestion) and choose by selecting the access network to attach with the wireless devices. At
the provider-side, RF resources from multiple networks often optimized for the given set of
mobile users and their Qos requirements. Based on the mobility and traffic pattern of the users,
efficient load balancing mechanisms often implemented at the service provider’s infrastructure
to distribute the traffic load among multiple available networks to scale back network congestion
[20].

2.6.2 Intelligent Transportation System (ITS)

Intelligent transportation system will progressively utilize diverse remote access advancements
to fortify the effectiveness and security of transportation by vehicles. In additions, there are two
kinds of interchange situation emerges in ITS framework vehicle-to-roadside (V2R) and
vehicle-to-vehicle (V2V) communication. In V2R correspondences, information traded between
the roadside unit (RSU) and the on-board unit (OBU) during a vehicle. In V2V communications,
a unique kind of unplanned network, namely, a VANET, is made among vehicles to exchange
safety-related information. The high portability of the vehicles and rapid variations in network
topologies pose significant challenges to efficient V2R and V2V communications. CR ideas
frequently used in both OBUs and RSUs so they will adjust their transmissions to manage the
fast varieties inside the surrounding frequency environment. With multi-radio capabilities at the

OBUEs, they ought to be ready to choose adaptively the radio to speak with the RSUs [20].
2.6.3 E-Health Care and Medical Applications

There are several wireless technologies are adopted in healthcare and medical application

services to enhance the efficiency of patient care and healthcare management. However, using
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wireless communication devices in healthcare applications is constrained by EMI
(electromagnetic interference) and EMC (electromagnetic compatibility) requirements. Since
the medical equipment and bio-signal sensors are sensitive to EMI, the transmit power of the
wireless devices has to be carefully controlled. In addition, different biomedical devices (e.g.,
surgical equipment, diagnostic, and monitoring devices) use RF transmission. Spectrum usage
of those devices has carefully chosen to avoid interference with one another. Many wireless
medical sensors designed to work within the ISM band, which may use CR concepts to settle

on suitable transmission bands to avoid interference [20, 21].
2.6.4 Military Networks

The wireless communication parameters are often dynamically adapted supported the time and
site of the target. Because of the mission of the soldiers. For instance, if some frequencies are
jammed or noisy, the CR transceiver can look for and access alternative frequency bands for
communication. In addition, location-aware CR can control the transmitted waveform during a

particular region to avoid interference to the high priority military communication systems [21].
2.7 Dynamic Spectrum Access (DSA)

The Cognitive radio technology concepts includes two types of users: Primary users (the
licensed users) who are usually granted preferential access to the spectrum and these main users
are the original users, which can access their dedicated spectrum unconditionally anytime,
anywhere. The second type of users are Secondary users (the unlicensed users), who can utilize
the spectrum that PUs are licensed to use only when the PU are not actively using the spectrum.
[22]. The CR networks can be also designed to manage the radio frequency spectrum more
efficiently by utilizing the spectrum holes in primary users' licensed frequency bands. Therefore,
dynamic spectrum allocation refers to alter the spectrum resources practice in a near-real-time
method to answer to the changing circumstance and goal. For examples, accessible channel and
kind of applications), a transformation of radio state (e.g., transmission mode, battery status,
and location), and changes in external environment and constraints (for examples, radio

propagation, operational policy) and it has a good possibility to improve spectrum usage and in
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perspective allowing next-generation mobile networks access to the attractive frequency

spectrum bands.
2.8 Cognitive Radio Network Architecture

Cognitive radio network architectures classified in to two types of nodes or networks in

cognitive radio system are the primary networks and cognitive radio networks details in [22]:
2.8.1 The Primary Networks

The networks with access right to certain spectrum bands, for instance TV broadcast networks
and common cellular system users refers to as primary network users. They have the right to
operate in licensed spectrum users of certain primary network do not care of other primary or
secondary networks users. The key components of the primary networks are:

¢+ Primary user (licensed user): a user, which has a permit to work in an authorized band
and its activity ought not to be influence the tasks of CR clients.
% Primary base-station (licensed base-station): a fixed foundation network part with

spectrum license.

2.8.2 The Cognitive Radio Networks

The users of these networks known as secondary users and do not have a license to work in the
authorized spectrum band, its spectrum permit to access opportunistically. The categories of the
secondary or cognitive radio networks are:

% CR user (unlicensed user): a client who has no permit over the spectrum. CR clients can
get to the spectrum opportunistically only when PU is not present and CR clients must
empty the channel promptly when the PU is recognized.

s CR base-station (unlicensed base-station): a fixed foundation segment with CR
capacities giving a solitary bounce association with CUs.

¢+ Spectrum broker (scheduling server): a central network entity that controls spectrum

resource sharing among the CR users.
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Chapter 3
Literature Review

In this thesis work proposed, a comparative analysis of decision thresholds based on Energy
detection of dual-hop cognitive radio networks. Therefore, the non-cooperative spectrum
sensing technique of energy detection-based decision threshold analysis on this work, in [4, 5,
6,7], due to its minimum complexity, high spectrum sensing speed, robust in low signal-to-noise
ratio environments, highly robust to prevent the interferences and easy for practical

implementation. A review of relevant works done based on it:

In [7], the author proposed the evaluation of energy detection (ED) performances based variable
thresholds under the probability of false alarm vs probability of detection. In this work proposal,
the energy detection considered to examine the primary user spectrum band and to increase the
probability of detection of free holes. In addition, the considered evaluation parameters on the
author’s work, the maximum number of signal sample size 2048, with a primary user
transmitting modulation scheme of quadrature-phase shift-keying (QPSK), to improve the
received signal energy and achieve improved sensing time during emerge a gain of the primary
user signals resulted. However, the limitation of this work is on comparative analysis of decision
thresholds of energy detection with primary user-transmitting signals of orthogonal frequency
division multiplexing with quadrature phase-shift keying modulation scheme under minimum

and high signal-to-noise ratio environments.

In [11], Proposed, the performance analysis of energy detections based on evaluation metrics,
detection probability, and false alarming probabilities. In addition, performance evaluations and
comparisons on edge of the signal pulse detector and Energy detector in two-hopes based on
predefined decision thresholds in order to determine the efficient detection algorithm for
spectrum band utilization. The limitation of the author’s presentation, the performance of
detection probability on low signal-to-noise ratio environments with different false alarming
probabilities. In addition, the performance evaluation, and comparisons of decision thresholds
of ED (variable thresholds and constant thresholds) under different signal-to—noise ratio

conditions.
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The authors in [14] - Proposed an adaptive decision threshold of local spectrum-sensing scheme
(i.e., Energy detection) in cognitive radio networks. The evaluation metrics considered in his
work, the effect of receiver curve plots under signal-to-noise ratio vs detection probability with
varying noise uncertainty parameters during energy detection process through adaptive decision
thresholds. However, the obtained results throughout the authors work, the detection probability
of ED performs better during low noise uncertainty and SNR conditions. Therefore, the authors
work is limited with, the evaluation of energy detection based adaptive decision thresholds of
receiver operating characteristic curve plots under signal-to-noise ratio versus detection
probability at different number of sample size and false alarm probability in order to obtain
better detection probability during energy detection operations. Moreover, comparative analysis
on ED of decision thresholds with and without noise uncertainty under false alarm probability

vs detection probability considered in this thesis work.

The authors in [15], proposed the efficient non-cooperative spectrum sensing technique (i.e.
energy detection) with deferent noise uncertainty in cognitive radio networks through pre-
defined decision thresholds. The considered evaluation metrics for the proposed work, the
receiver operating characteristic curves under false alarm probability vs detection probability
through different noise uncertainty parameters at low SNR conditions. Therefore, the obtained
result through the authors works operations, the energy detection technique detection probability
increases when noise uncertainty decreases with the considered specific ranges 0.6 to 0.1 during
low false alarm probability conditions. Therefore, the authors work is limited to evaluating ED
of adaptive threshold of ROC curve plots under false alarm probability vs probability of

detections with NU parameter > 1, considering at low SNR and relatively high N conditions.

The author in [18]: Proposed performance evaluations of hard decision rules for fixed thresholds
of energy detection. Then, the performance evaluations on the fusion logic rules (OR-Logic
rules and AND-Logic rules) of energy detection with considering low false alarm probability
and signal-to-noise ratio conditions. Therefore, during receiver operating characteristic curve
plots under probability of false alarm vs probability of detection of energy detection, the
obtained results from the authors work were, the OR-Logic fusion rule outperforms than

considered AND-Logic rules during ED of fixed threshold process. However, the proposed work
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is limited with evaluating the performance of ED of adaptive thresholds with complementary
receiver operating characteristic curve plots under false alarm probability vs missed-detection

probability of fusion rules with considering minimum signal-to-noise ration environments.

However, this thesis investigated the performance analysis and comparison of decision
thresholds on dual-hop CRNs based on energy detection techniques. Therefore, during the ED
process determined the performances of both variable and constant decision thresholds through
the effect of known noise variance and NU under Py and Pz, by using inverse cumulative
density function (ICDF) approaches. In addition, adopted the comparative analysis of variable
and adaptive threshold techniques at different SNR conditions to determine decision thresholds
performances. Moreover, determined the effect of noise uncertainty on the PU signal decision
thresholds based on the number sample size during the energy detection process at the fusion

center.
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Chapter 4
System Model and Problem Description
4.1 Thesis Flow Chart

This thesis proposed the performance analysis and comparison of decision thresholds on dual-
hop cognitive radio networks based on Energy detection. The fundamental endeavor is to review
different Literature, books, journals, and websites about the analysis and comparison of decision
thresholds on dual-hop cognitive radio networks based on Energy detection to build up a solid
understanding of the thesis work have done. Subsequently, the mathematical analysis has been
done for the proposed system model, to compare and analyzes both constant and adaptive
threshold techniques based on ED under evaluation metrics: signal-to-noise ratio (SNR), noise
uncertainty, number of sample sizes, receiver operating characteristic (ROC) curves of detection
probability and false alarming probability, and complementary receiver operating characteristic
(ROC) curves. On the other hand, the effect of noise uncertainty on the performances ED of
decision thresholds. Lastly, to enhance the chance of detection accuracy of PU signals used
fuzzy combined logic sensing approach over specified ranges of SNR levels. The process flow
diagram from the proposed system model at the fusion center of cognitive radio networks, which

is considered as a methodology for this thesis work in figure 4.1.
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The process flow diagram from the proposed system model at the fusion center of CRN:
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Figure 4- 2 Energy detector (ED) Process flow diagram at the fusion center of CRN
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4.2 The Performance Evaluation Metrics

An energy detector is a spectrum sensing technique and used to determine the presence or

absence of the primary user spectrums. In addition, ED detects the PU spectrum by using the

following techniques: binary hypothesis test static theorems, decision thresholds technique

(either fixed or adaptive) with the assistance of hard decision of fuzzy logic at fusion center,

receiver operating characteristics (ROC) curve plots for detection and false alarm probabilities

of energy detections through the simulation software MATLAB2018a for this thesis work.

The considered performance evaluation metrics on this thesis work includes:

*
L X4

X/
L X4

X/
L X4

X/
L X4

The probability of detection (Pp) which implies that the probability of SU declaring that
a PU is present when the spectrum is indeed occupied by the PU.

The Probability of false alarm (Pg,): which implies that the probability of SU declaring
that a PU is present when the spectrum is actually free.

The Probability of miss-detection (Pyp): describes the probability of a SU declaring that
a PU is absent while the spectrum has been occupied in actual.

Signal-to-noise ratio (SNR): Which is determines the transmitted signals strength with
respect to the noise power. The common factors that affect the signal to noise ratio (SNR)
of secondary users or cognitive radio users are Path loss, the propagation channels,
shadowing, and the PU signal strengths [59]. The IEEE 802.22 WRAN standards, the
desired probability of detection and probability of false alarming, (P, > 0.9 and Ppy <
0.1) respectively to achieve the minimum signal to noise ratio [60]-[63].

Number of sample sizes (N): Based on the desired probability of detection and
probability of false alarming, the number of sample sizes effect and determining the
proportionality with P, P4 and signal-to-noise ratio.

Receiver operating characteristics (ROC) curves: The ROC curves, which is determining
the performance of spectrum detection algorithms and eliminating the noise uncertainty
at different SNR values.

Complementary ROC curves to determine the trade-off between the probability of

detection and miss-detection probability during ED process.
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+« Noise Uncertainty (NU): During energy detection, process excludes any irregularity of
noise power at the secondary user side called noise uncertainty.
4.3 CR System Model for Transmitter Detection Technique on Dual hops

The main problems in wireless transmission medium are noise and fading, which makes become
complex the received data streams for decoding and due to the wrongly received signals,
occasionally made the error at the receivers. Then, to obtain error-free and reliable data at the
destination, the dual-hop communication process is completed by using orthogonal frequency-
division multiplexing schemes between the primary user and secondary user proposed in figure
4.2. Therefore, in the first hop, the encoded data broadcasted into the wireless medium. Then,
the transmitted data reached the destination through the direct and indirect path, which includes
the CRs. Although, during the communication process the second hop received data by the CRs
estimated by using the ML decoding and further transmitted towards the fusion center. The
fusion center is responsible for the final decision-making about the presence or absence of the
licensed user spectrum. In addition, due to the spectrum sensing, the energy detection technique
implemented during the process. The entire spectrum sensing technique decision thresholds and
fusion rule logics operate at the fusion center in the cascade to come up with reliable result about
the licensed spectrum. Furthermore, the dual antennas at transmitter and receiver considered,
due to trans-receive signals with full-duplex capability between source and destination
respectively, but CRs with half-duplex feature implemented for the proposed operations.
Therefore, let consider the received information through the direct and indirect path at

destination conveys mathematically:
y(m)sr = hF *x(n)sg + w(n) Eq (4.1)
y(M)rp = h¥P * x(n)gp + w(n) Eq (4.2)
Therefore, adding the Eq (4.1) and Eq (4.2), then obtained the simplified results to calculate the
total received information at destination expressed:
y(m)sp = hP * x(n)sp + w(n) Eq (4.3)

Where, y(n)sg and y(n)gp the received information through the direct path at CRs and at

destination respectively hSR and hRP = denotes the channel coefficients at cognitive relays and
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destination. w(n), denotes the AWGN added in signal during transmission through the wireless
channel from PU to the receiver end. On the other hand, as shown in figure 4.1, the separation
distance between the primary and cognitive relays denoted by d1, at the same time the distance
between the CRs and the secondary user called d2. Then, d represents the total separation
distance between PU and fusion center or cognitive controller. Therefore, the 2-hopes relations
for channel mean power at wireless links because of the effect of path loss mathematically
expressed in equations:

hSR = €% d, Eq (4.4)

hRD = (1—€)™* x d, Eq (4.5)
Therefore, the channel mean power throughout wireless links from source to destination

hSP =€ % d; + (1—-€) % *d, Eq (4.6)

Where, hSR= the channel mean power between primary user and CRs.

hRP _ the channel mean power between CRs and fusion center.

hSP = the channel mean power between source and destination.

€ = s the distance control factor in between PU and fusion center.

a = is the path loss exponent during propagation.
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Figure 4-2: CR system model for transmitter detection technique of ED based decision
thresholds under dual-hop transmissions.
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4.4 Cognitive Relaying System

The basic cooperative relaying scheme refers to that the source transmitter sends the information
to both the relays and the destination, then the received information is processed to achieve
reliability and spatial diversity at relaying station in between the transmitter and the receiver end
[23]. The relay receives the same signal from the source and then retransmits it to the destination.
The destination merges the received signal from both the relay and source to boost reliability.
In [23], the whole process described in figure 4-1.

Retransmit on
relay path

Transmit on

relay path Relay

Transmit on direct path
Source Destination

Figure 4- 3: The basic operational principle of cognitive relaying system

4.4.1 Dual-hop Cognitive Relaying Communication System

The wireless cognitive relays used when the distance between source and destination to transmit
the source information to destination ends. The working principle of wireless relays, which
receives the broadcasted data streams from source. Then making decode and then process it and
finally, forwards to receiver ends. In additions, transmitter spectrum sensing plays an important
role in CRN to improve the detection probability of licensed spectrum. The data streams
traveling through wireless communication mediums face a lot of problems due to noise, fading,
hidden terminal problem, multipath reflection, etc. However, the data streams transmitted from
source arrive at destination through digital relays in dual hops using orthogonal frequency
division multiplexing schemes, [24]. Furthermore, in [24], the basic cognitive relaying schemes
process carried out by: Decode and Forward (DF) schemes, Amplify-Forward (AF) schemes
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and Decode-Amplify and Forward (DAF). In this work, considered only Decode and Forward

(DF) Schemes to minimize the unwanted interferences from the wireless medium.

4.4.1.1 Decode and Forward (DF) schemes

In [24, 53,56], in this non-cooperative relaying scheme, the relay node is going to decode the
sending information’s from the source and then re-encodes it prior to forwarding it to the
destination. If the source signal detected properly, the relay supports direct path communication.
Otherwise, wrongly decoded information at the relay considered as the lower performance of
the system due to error propagation. Furthermore, the final received information at the

destination is represented mathematically in the below equation (4-1) in [24].
Y (n) =H3P. X (n) +W (n) Eq(4.7)
Where,
X (n) = is the transmitted/the-input signal,
HSP = denotes the channel mean power from source to destinations.
W (n) = is the AWGN fading channel

Y (n) = is the received signal at the destination. Therefore, the DF relaying protocol decodes the
primary user signal X (n) and then transmit primary user signal from relay towards the
destination. However, let be assumed the received information at the destination is become =Y
(n), at the relaying station the received signal is designated by, X,- (n), then at the end of the DF
schemes amplify the received signal at the relaying stations with the amplification factor (),

where, the whole process explained mathematically below in the Equation (4.8).
Y(n) = B=*X; (n)+ W(n) Eq (4.8)

Where, B = is the amplification factor of DF
W(n) = is the additive white Gaussian noise (AWGN).
X, (n) = is at the relaying station the received signal

Y (n) =is the received information at the destination
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Furthermore, with considering when the coefficients of amplification factor of DF, 3 depends
on the Raleigh fading’s and variance, as expressed mathematically in the equation (4.9).

P
B = 57rpm0 Ea (4.9)
Where, B = is the amplification factor of DF

HSP = denotes the variance and fading coefficient between the transmitter and the relay.
8, = is the noise variance

P, = is the average transmitted signal from source to destination

P. = is the average transmitted signal from relay.
On the other hand, in [24], Wireless communication is a type of communication media in which
the signal transferred between two or more than two points without physical connections.
However, communication channel is referring to either wired or wireless mediums between the
transmitter and the receiver. Mostly wireless communication channels affected by free path loss,
fading, noise; inter symbol interference (ISI), etc. In [25], describes the signal attenuation
between a source and destination due to a function of the propagation distance and other

parameters is called path loss and it is expressed mathematically in [25].

P
a==
Pr

Eq (4.10)
Where, a = denotes the path loss factor
P.= is denotes the transmitted power

P. = is denotes the received power

Therefore, the wireless channel mean power from source to destination affected by path loss as
described in [25, 26] and expressed mathematically.

HSP = e % d,, + (1—-e)"%*dyq Eq (4.11)
Where, € = denotes the distance control factor between PU and FC.

d,, = denotes the separation distance between source to relay

d.q = denotes the separation distance between relay to destinations.

30|Page



4.5 The Binary Hypothesis of Spectrum Detections

Spectrum detecting is the process of periodically monitoring a particular spectrum band, due to
recognizing the presence or absence of primary user’s spectrums. The main objectives of the
spectrum sensing process are to declare the frequency spectrum band status (unoccupied or
occupied), due to the process the secondary user can use the radio spectrum without interfering
with the Primary User. Therefore, the thought of non-cooperative spectrum detection is based
on a two binary hypothesis is expressed in [30].

Y(m) = Wn) ,Hy n=1,23.N Eq (4.12)
Y (n)=H°.X(n)+W®m) , H; n=1,2 3..N Eq(4.13)

Where, n, which denotes the sensing time

X (n) = is the transmitted or the-input signal,

HSP = denotes the channel mean power from source to destinations.

W (n) = is the AWGN fading channel

Y (n) = is the received signal at the destination by CR users.

Ho = denotes the Channel is unoccupied given that PU is absent.

H; = denotes the Channel is occupied given that PU is present. Therefore, non-cooperative
spectrum sensing techniques classified into three (i.e. energy detection, matched filter detection,
and Cyclo-stationary feature detection) are possibly used and described in detail in [30].
However, in this thesis work considered, comparative analysis of Energy detection-based
decision thresholds proposed on dual-hop cognitive radio networks, due to the key features of
ED includes: low operational and computational complexity, not require prior information of
PU signals, and it is the most popular detection algorithms as presented in [30]. Furthermore, to
make the spectrum decision based on the availability as obtained during spectrum sensing
channel allocations, about the primary signal presence, a decision detection threshold, denoted
by A is chosen according to the adopted spectrum sensing technique and then compared to the
received output signal is called the test statistic (E). Therefore, to evaluate the performance of
detection techniques, a decision threshold (2) is set constantly or dynamically and compared to
the test statistic, that generated from primary users. Generally, in terms of the probability index,
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the possible outcomes of a two binary hypothesis test Hy and H; as per the type of spectrums

detection performances described in, [31].

¢+ The Probability { H;/ H, }: Declaring H; when H; is true ( H;: H;) Exact decision.
¢+ The Probability { Hy/ Hy}: Declaring Hy when Hy, is true ( Hy: Hy) Exact decision.
¢+ The Probability { Ho/ H,}: Declaring Hy when Hy, is true ( Hy: H;) missed detection.
¢+ The Probability { H;/ H,}: Declaring H; when Hy, is true ( Hy: H;) is false alarming.

4.5.1 Decision Thresholds Based Energy Detection Process at Fusion Center (FC)

In [31,32], the principle of energy detection at the FC is, determining the transmitted signal
energy results of binary hypothesis test statics, then compared to the considered decision
threshold values. Then, the received signal energy at the fusion center is greater than the decision
thresholds value, the hypothesis test static H; is declared, which means the PU is present
otherwise the signal energy is lower than a predefined threshold, HO is declared i.e. the PU is
absent and there is free spectrum hole. The received data streams at the cognitive controller
(CC) or FC is a test statics E (n) compared with a predefined threshold value 4 to make the final
decision about the absence or presence of the primary user spectrum. Therefore, the output of a
test statics E (n) of the energy detector compared to a decision threshold value used to make the

accurate decision at the end, expressed [32].

% IfE (n) > 4, then PU signal is present. Eq (4.14)
s If E (n) <4, then PU signal is absent. Eq (4.15)

Input (L-'P)|; | Squaring the | | Int e.-g:rat?.- the last | | Pradefind

BPF BPF QP . 0215_’ ‘ 'I:em?};

= valae (A
L S L 2 | | r L B y \ B
M - e - L
Decisions

= A=HI1 (PU Present)

= A =HO0 (P Absent)
\_ J

Figure 4- 3: Block diagram of Energy detection technique implementation at the FC
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In [33], if the ED received a noise power and its test statics expressed as determined in equation
(4.13).

E(n) = X155 [Y(n)| 2 Eq (4.16)

Where, E(n) = denotes the test statics for the energy detection technique.

N = Number of signal sample sizes.

Y(n)= denotes the sequence of the received signals.
As depicted in Eq (4.13), a binary hypothesis test static rule is used to determine the decision
thresholds in energy detections, with considering the AWGN mean value = 0 and variance is
unity. Therefore, during energy detection operation the decision thresholds operate by using
either dynamic or constant decision thresholds. Moreover, the dynamic decision thresholds
operate dynamically by adjusting the frequency resolution and number of sample sizes for
reliability and detection accuracy [33]. However, the Neyman-Pearson hypothesis used to
determine the performance of decision thresholds of energy detection between probability

density functions of the alternative and null hypothesis, described mathematically in [33]:

Log Prob(Xo0,X1,X2,...X(N-1)|H,) <
Log Prob(Xo,X1,X2,..X(N-1)[Hg) ~ A, results for H, or Hy, Eq (4.17)

Where, Prob (X|H;) = denotes the probability of density function for H; (PU is present).

Prob (X|H,) = denotes the probability of density function for H, (PU is absent).
In [34], to expressing the presence of the PU signal (E(n) > A), the Non-central chi-squared
distribution with N degrees of freedom is used. However, central chi-squared distribution with
N degrees of freedom is used, where N represents a number of signal samples used in the energy
detection process in the case of PU signals absence ( E(n) < A). Therefore, when the noise
variance is well known and noise uncertainty (NU) is not considered, the central-limit theorem

yields the following normal distribution approximations of the hypothesis test statistics in [34]:

N (Sn2 ,5—114) ) Hy
E(n) = N Eq (4.18)
N((én? + P),5 (6n2+P)? , H,

Where,P = %Zﬂzl |Y(n)| 2 denotes the average transmitted signal power. In [34, 35], the most

suitable values of the PU signals of Tx power are characteristically based on OFDM
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commutation systems such as WLAN (100 mW) or wireless systems (1 W and 10 W). On the
other hand, the decision thresholds of energy detection technique, the noise power and the
transmitted signal considered an IID RV (independent and identically distributed random
variables) with zero mean or 8p? = 0 and &n? = 1.In addition, the signal-to-noise ratio (SNR)
is to be considered y :

_ &
" &n2

Eq (4.19)

However, based on central limit theorem, when the number of sample size gets increase,
the E(n) has a normal distribution with y; mean and variance §; under the hypothesis test
statics H;, where, i= 0, 1. Hence, each described to be y; = for i =0, 1 and §; = fori = 0,1,
therefore;

82

Ny = 8,2, but &, = Eq (4.20)

N[

N
1
By = 8,2x(1+7y),8; = §*(2y+1)2 Eq (4.21)
In [35], when the number of signal sample size increases, the mathematical analysis is consent

for decision threshold of energy detection technique, in terms of probability of false alarm (pr,),

detection probability (pp) and probability of miss-detections (p,,p) can be determined as:

)\D—N(Suz +6n2 )

Pp = P{E(n) > A|[H1} = Q,, ; Eq (4.22)
P (2N)2( (6112 +6n2)2)
Ara—N8 2)
Pra = P{E(n) > A|HO} = Q,, (?EW) Eq (4.23)

Where, Q.,(.) = denotes the standard Gaussian complementary distribution functions.

N = denotes the number of signal sample size
8,2 = denotes the noise with mean value zero

8,2 = denotes the noise with variance value unity.

A = denotes the decision thresholds
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Furthermore, Q,,(.) = denotes the standard Gaussian complementary distribution function and

determined in [35]:

Q) == e /2t Eq (4.25)

4.5.2 Decision Threshold Selection for Energy Detection (ED) Algorithms

In cognitive radio networks, the energy detection algorithm, which is used to determine the test
statics hypothesis under consideration of the unoccupied or occupancy of the PU’s signal in
frequency spectrum bands. In addition, it is measuring the electromagnetic energy present in a
specific frequency band and comparison with a certain predefined decision threshold value. i.e.
when the test statics is above the predefined threshold value, a primary user is said to be present
in the sensed frequency spectrum bands in [35] [38]. Hence, the test statistic is below the
predefined threshold value, the frequency spectrum band considered empty. Therefore, the
threshold accuracy has an important role in determining the frequency spectrum band’s presence
or absence and it depends on the capability to choose a proper decision threshold. The decision
threshold techniques broadly categorized as two: variable or adaptive thresholds and fixed or
constant decision thresholds. In this thesis considered, comparative analysis on decision
thresholds of ED technique based on Neyman-Pearson theorem in order to minimize the effects
of impairments of signal introduced by non-stationary noise and wireless channels. Therefore,
the key features of both types of decision thresholds in [39] [43], presented here to understand
the details. Firstly, the adaptive decision threshold techniques during energy detection provide
an adjustment to the noise variation in the environment over the time interval in which the
spectrum kept track. In addition, no need for prior knowledge of the PU’s signal information
and its adaptability achieved through analyzing the statistical properties of the received spectrum
measurements in that the standard deviation gives the dispersion level of spectral measurement
data around a mean value. Therefore, if the data varies widely the dispersion of the received
signal will change more rapidly and vice versa. On the other hand, the basic features of constant
threshold technique in [43]: It uses a static threshold value that is predefined above the noise
floor to judge spectrum presence or absence, the threshold value is constant and it does not

change based on the perceived signal to noise ratio is called constant/fixed threshold. In addition,
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it requires a priori knowledge of the noise power and spectrum activity. Moreover, based on
decision thresholds operational key feature, the inverse cumulative density function (ICDF)
considered in this thesis work, to determine the performances of both variable and constant

decision thresholds of energy detection approaches as explained in [34].

4.5.3 Energy Detections (ED) Process without Noise-Uncertainty (NU)

In [34, 35], the existing analyses of the spectrum-sensing methods are based on the consideration
that prior information about noise power is surely known at the position of SU. Thus, this
method implies that during the ED process excludes any irregularity of noise power at the
secondary user side called Noise Uncertainty (NU). In this work, inverse cumulative density
function (ICDF), which used to determine the performances of both variable and constant
decision thresholds of energy detection approaches as described in [34]. However, based on
Neyman-Pearson threshold detections, in the case of the adaptive ICDF approach, the decision
threshold is a function of the false alarm probability (Pz,) and a function of detection probability
(Pp) in the case of constant decision threshold methods for energy detection during the spectrum-
sensing process in [34] and derived below from the above equations (4.22) and (4.23)
respectively. For example, in [34], the decision thresholds during energy detection operation
depend on the following input parameters: M is the transceiver antenna number,Py , Pr4 and the
number of sample sizes (N). Furthermore, then determining the decision threshold estimation of
ED, without NU is described mathematically through below equations (4.26) and (4.27).

Apra gp = Q7' (Ppa)8n? /ﬁ + &n? Eq (4.26)
App gp = Q 1(Pp)(P + 6n?) /ﬁ + (P + 6n?) Eq (4.27)

Where,

Apra gp = denotes variable values of false alarming probability of decision thresholds during
adaptive ICDF of ED proccess without noise uncertainty.
App ep = denotes constant value of detection probability of decision thresholds during fixed
ICDF of ED proccess without noise uncertainty.

Q~1(.) = denotes the inverse standard Gaussian complementary distribution functions.
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P = The average primary user signal power.

M = The number of transceiver antennas.

&n? = The noise variance.

However, in [34], far accurate primary user detection during ED sensing time, determine the
number of signal sample size and correlate with the required performance evaluation metrics:

the detection probability (Pp), probability of false alarming (Pga) and the signal-to-noise ratio

1
(SNR) derived through below equations. Let as consider, u, = dn?and §; = §, * (2y + 1)z

substituted in Eq (3.22) and Eq (3.23) to obtain the minimum overall number of sample size:

2
No_ of sample size (N) = yi [% (PFA) — % (PD) «V2SNR+1| ifSNR=y

2
= yiz [% (PFA) — % (PD) + (1 + V)]

_ 2[Q71(PFA)-Q~1(PD)]? * [(1+SNR)]*
- SNRZ Eq (4.28)

Therefore, the Eq (4.28), shown that the inverse relations between the number of sample sizes

and signal-to-noise ratio could be obtained if the existence of noise power is perfectly known.
Then, in an energy detection process, the higher number of samples size yields higher detection
probability, regardless of the decision threshold set as per noticed that in the Eq (4.28).
Furthermore, the Eq (4.28), describes the number of samples is minimum during energy
detection process due to obtain energy detection for a specific combination of detection
probability, signal-to-noise ratio, and false alarming probability. On the other hands, in [35], the
performance evaluation metrics with having great effects on PU signal detection probabilities
the level of signal-to-noise ratio, false alarming probability and number of signal sample sizes.
In additions, the interdependencies between the detection probability and false alarming
probability, which obtained from Eq (4.28), and mathematically expressed in [35].

Q= 1(Pra)— |NSNR
P, =Q -5 Eq (4.29)

1+SNR
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4.6 Energy Detection Process with Estimation of Noise Uncertainty

The fundamental analysis of the Energy detection (ED) spectrum sensing technique with
considering that the noise power is exactly known and detected by secondary users. However,
in actual application, it is not possible to acquire the exact information about noise uncertainty
power, which is random changes in the time and space domain. Because of that secondary user,
usually experiences noise uncertainty in the noise power estimation or detection called as noise
uncertainty (NU) in [36]. Therefore, the Energy detection performance of the cognitive radio
network considering without NU means avoiding realistic conditions in the network. In order to
have a realistic performance detection of the energy detection technique modeled by taking into
account the noise uncertainty effect on the overall energy detection processes. For this reason,
a mathematical model provided to visible the impact of the noise uncertainty on the performance
evaluation of Energy detection processes.

In [36, 37, 38], the variations in the noise power usually affects the energy detection technique
performance. However, proposed the idea of signal-to-noise ratio wall that presents that there is
a critical value of signal-to-noise ratio below which it is impossible for the energy detection to
sense the primary user’s signal in a spectrum is known as signal-to-noise ratio wall (SNRyy.y)-
So, for an uncertainty factor (p), in noise power detection, where, p > 1, in [37], because of
the appearance of noise uncertainty of the wireless communication channels in cognitive radio
networks, there may be a distributional uncertainty of the noise power (8n?) exists and can vary

in the intervals:

nZe [% sn?, pén? | Eq (4.30)

Which means, in the worst conditions the minimum value of noise power is considered,% &n?
then the received signal power should be greater than p&n? which is expressed mathematically,
P+ %anz > pén? Eq (4.31)

Where, P, denotes the primary user’s signal power, and then simplified the Eq (4.31), in order

to find critical value of signal-to-noise ratio (SNR) during ED operations:

5% > (p — %) Eq (4.32)
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Then, the value of signal-to-noise ratio wall(SNRyy,;1), in [38] which the energy detection

does not detect or impossible to detect the primary user signal. i.e.

—p_l_pt Eq (4.33)

=)
minimum P P

SNRwan = (g

Therefore, the proposed Energy detection technique can sense even though in case scenario of

NU as long as the signal-to-noise ratio is above the minimum value of SNR wall (SNRy.1)-
Eventually, due to the limits of noise variance of additive white Gaussian noise affected with
noise uncertainty (NU) expressed in the Eq (4.30) the detection probability and false alarm
probability considered in a case of maximum and minimum value of noise variance intervals,
then the Eq (4.22) and (4.23) is replaced by the limiting values and described as [38] [39].
Therefore, when the noise variance is unknown, then to determine P, and Pz, with considering

NU factor expressed respectively:

(P")y, = Q| —== Eq (4.34)

NU 2

—-pén

NU _ AFa
(PFA ) Max Qm W

In [38], when the noise variance is known and without considering NU, then Py and Pgp

Eq (4.35)

described respectively,

_ 2

P, = Qm Ap—(P+ 8n%) Eq (4.36)
/%(P+8n2)2

A b0’ Eq (4.37)

Pra = Qm| ——
N(SHZ)Z

Where, PyNY, denotes the Energy detection probability of PU signals affected by NU.

Pea™Y, denotes the probability of false alarming reception of PU signals affected by NU.
P, denotes the transmitted power of PU signal.

N, denotes number of sample size.
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Ap , denotes the probability of detection threshold.
Ara , denotes the probability of false alarm threshold.

Moreover, to determining the probability of detection threshold for constant value of PDNU and

PeaNY in the case NU obtained and simplified from the Eq (4.34) and Eq (4.35) respectively
expressed as [39].

2 2
W = Q1(PNY) (P + 5%) ﬁ n (p n 5%) Eq (4.38)
Apa"? = Q71(Ppa"Y)n? \% + pén? Eq (4.39)

In [37, 38], a minimum number of signal sample size (NY) for performing energy detection in
a case of PU signal affected by NU, the mathematical model is determined by simplifying from
the Eq (4.28) expressed as:

2
Ny _ PQT (Pea™)-G+SNRIQ™ (Pp™)]

(2

Where, N¥V, denotes during Energy detection process the number of signal samples used for

Eq (4.40)

reliable and an accurate detection of the primary user signal with considering NU. In additions,
the Eq (4.33) determines that the ED cannot sense the primary user signal when its power is less
than SNR wall of the noise uncertainty power. For this reason, if the noise power has a larger
value than the PU signal, it is difficult to distinguish the PU signal from noise signals. So that,
in the calculation of a number of samples scaling the noise uncertainty parameter is considered.
When the NU factor p = 1, then Py = P,V and P, = Pea™" becomes equal as per the relations
of Eq (4.28) and Eq (4.40). However, When the NU factor p > 1, for low SNR conditions, to
have accurate detection the number of sample sizes must increases or approaches to infinity,
which means the detection duration must extremely large and it is impossible to become fully
aware in practice or in low SNR values. In additions, the cognitive radio networks performance
is highly impacted by the NU parameter levels, signal-to-noise ratio and number of samples or

sensing durations and their interdependence in between Pz, NV and PpNYfor different values of
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the NU parameter derived from Eq (4.40) and the impact of NU on detection probability
expressed as in [38, 39]:

— NU
apea)-(sun- 224 )

NU
P,
D %+SNR

Eq (4.41)

4.7 Receiver Operating Characteristic (ROC) Curves

To analysis, the performance of spectrum sensing techniques used several evaluation metrics
such as the probability of detections, false alarm probability, miss detection probability, SNR
and number of sample sizes. However, P , and Pz, evaluation metrics are the most common.
The probability that the secondary user correctly declares that a primary user is present, when
the PU is surely present in the spectrum called detection probability. The probability of false
alarming is defined as the probability that a secondary user incorrectly declares that the primary
user is present when the PU is absent as the truth [40]. In addition, the relation between the Pp
and Pz, has been usually described through ROC plot curves as described in figure 4-5. The
area above and below the diagonal that identify the performance of Energy detections.
Generally, the ROC curve space above the diagonal shows better detection results than the
random-access line, while the space below the random-access line represents the worse
performance of Energy detection than the random-access line. Consequently, the energy
detections will be less accurate when the curve is closer to the diagonal line of the receiver
operating curves as per shown in figure 3-5. The closer the curve follows the upper border of
the ROC area and the left-hand border; the detection process shown more accurately in figure
4-5. The area under the curve (AUC) is also a measure of the energy detection accuracy. If a
larger AUC means that there is, better energy detection accuracy and vice versa. The receiver
operating characteristic curve plots idea, as a frequently used concept for analyzing the
efficiency of primary user signal detections and is further used in this thesis work at the results
section. The overview properties of receiver operating curves (ROC) on detection probability in
[41, 43, 44]:

% ROC curve determines the tradeoff between false alarm rate and P, for providing a
sensitivity, accuracy and an optimum threshold performance of the system
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It is a technique for visualizing, organizing, and selecting classifiers (true positive (TP),
false positive (TF)) based on their performance.

«+ Widely applicable in signal detection algorithms and estimation for radar operations.

« Itis represented by a two-dimensional (x-y) axis graphically, plot where the Py, Vs Pp.

¢+ The ROC curve classifiers can be discrete and mapped as a single point on ROC space

and can be coordinated as a pair of points from (0, 0) to (1, 1) as shown below figure.

Area under Curve (AUC) is the portion of the area of the unit square used to calculate

7
0.0

the area of the ROC curve its value is always between 0 and 1

Probability of detection(PD)

0
d

Specificity/False positive

Figure 4- 5: The receiver operating characteristic curve plots region representation

As depicted in the figure 4-5, each point on the ROC curve resembles the different possible
combinations of detection probability and probability of false alarming with different decision
thresholds during the detection algorithms operation. In addition, the spectrum detection
accuracy is a measure of the AUC. The performance of the spectrum detector becomes high
when the area is closer to 1-unit squares. Accordingly, the possible and efficient closer area is
around 0.5 and 1-unit square. In this thesis work, the performance analysis of decision thresholds
of Energy detection algorithm based on the receiver characteristic curves evaluated with

different signal-to-noise ratio (SNR) environment.
4.8 OFDM Systems for Cognitive Radio Networks

As stated by the Federal Communications Commission (FCC) a cognitive radio network is “a
radio or a system that detects its operational electromagnetic environment and can dynamically
adjust its radio operating parameters to modify system operations such as maximize throughput,

facilitate interoperability, access secondary users and mitigate interferences through using
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different modulation schemes” [45]. Thus, spectrum-detecting algorithms advanced to facilitate
spectrum sensing and enable wireless applications to identify bands with adequate resources.
Therefore, the considered modulation scheme for this work is orthogonal frequency division
multiplexing (OFDM), due to its implemented currently in some of the major wireless
technologies such as Worldwide Interoperability for Microwave Access (WiMAX) and long-
term evolutions (LTE/LTE-Advanced) [46, 47]. In additions, the basic working principle behind
OFDM is the separation of high-rate data stream into number of low-rate data streams by
different mapping schemes. Consequently, there is a serial to parallel conversion to prepare
different data groups for different OFDM subcarrier. The mapped signals modulated into N
orthogonal subcarrier by the IFFT. A cyclic prefix (CP) then added to the multiplexed IFFT
output. Finally, the obtained signals converted to a time continuous analog signal before it
transmitted through the channel at the transmitter or primary user side. At the receiver side, an
inverse operation carried out and the information data finally detected. Moreover, OFDM is a
modulation technique where a transmitter to form a composite high data rate transmission

combines multiple low data rate carriers in [47].
4.9 Cognitive Radio Networks Fusion Rules

Cooperative spectrum sensing plays an important role in cognitive radio network, due to enhance
the detection probability of licensed spectrum and used different relaying approaches in between
the cognitive radio users, which are acts as a repeater for wireless communications between
source and destinations. Relays are the access points that are found between transmitter and
receiver, then apply many relaying protocols on the received signal and forward it to the
destination. The data streams that transmitted through wireless mediums affected with number
of challenges: fading, hidden terminal problem, noise, multipath reflection. In the dual-hop
digital relaying system, the transmitter cooperates with the cognitive relays for the successful
transmission of the data stream towards the destination. Most of the time, to implement the
cooperative spectrums by using two fusion methodologies [48, 49]: Soft decision fusion and
Hard decision fusion. In this thesis work, considered the hard decision rule considered, due to it
provide better overall system performance than soft cooperation as per reviewed in the most of

literatures.
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4.9.1 Hard Decision Fusion Rules

As per the working principle of cognitive radio networks (CRNs), CR user makes its own
decision regarding whether the PU Present or absence, and forwards the binary decision bits, 1
or 0 to cognitive controller for data fusion. Furthermore, the PU is located far away from all
cognitive radios and all the cognitive radio users receive the primary user signal with same local
mean signal power that means, all cognitive radios form a cluster with distance between any
two or more cognitive radios negligible compared to the distance from the PU to a CR. In this
thesis considered, the channel fading statics and the average signal-to-noise environments are
the same for every cognitive radio user. i.e., assumed that the channels between the fusion center
and cognitive radio is noiseless or ideal channels. For the reason of considering independent
decisions, the cognitive controller center issue where, k out of N cognitive radio users are
necessary for final decision can be determined by distributions of binomial under Bernoulli trials
where every trial shows the CR user decision processes. Therefore, at the cognitive controller
center with considering uncorrelated decisions for N detectors by applying K-out-of-N decision
fusion rule where a decision is reached once k out of N detectors agree or indicate the presences
of PU or H1, the effective detection probability, false alarming probability and probability of
miss-detections at fusion center is stated in [49,50,51]:

N
— N
= zl:k(l)Pd'i (1-Pai)" Eq(4.42)
Where, P4 ; =denotes the detection probability of each specific cognitive radio user.

N = denotes, the number of CR users sensing the PU signals or alternatively we can use

the following equation (4.43).

N _ .
Px(x=p or Fa) = z . [l=4 P;E’) ]Nzizl(l — P)?)) Eq(4.43)
i=

Where, (X= detections or false Alarm) that means, the false alarm probability and the detection
probability. Therefore, the global probability of detection Py and the global probability of false
alarm Pg, of the CR spectrum sensing systems analyzed according to the implemented logic of

fusion rules determined as follows.
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4.9.1.1 The “Logic-OR’’ Rules

In [52, 53, 54], this type of decision rule is a simple decision rule, which is determined as if one
of the decisions be said that there is a primary user (PU), then the final decision declares that
there is a primary user. In order to evaluate the adaptive thresholds of ED performance with
“’Logic-OR’ *fusion rules, the global detection probability and false alarming can be determined

by setting K = 1.

Pra,OR =1 — (1 — Pgp)N Eq(4.44)

Pp,OR=1—(1—Py)N Eq(4.45)
With clarity, as obtained that of Py, OR and Pg4, OR are increasing by increasing the signal
sampling sizes. i.e., when the detection probability Py, OR expanding improves the PU positive
declarations from CR’s interference, while false alarming probability Pg,, OR increases, the

interval of productivity become reduced.
4.9.1.2 The “Logic-AND’’ Rules

In this scheme, if all decisions to be said that there is a primary user, and then the final decision
declares that there is a Primary user. Then, k can determine the global detection probability and
false alarming with equal to i.e. K=N. In [56, 57, 58], in additions, the same scenario followed
throughout working process and the adaptive thresholds of ED performance with these rules

obtained as:
Pp, AND = Py; N or Prob(Fusion Decision = 1|H1) = [N, PD, i Eq(4.46)
Pz, AND = Pz, N or Prob(Fusion Decision = 1|HO0) [T, Pa, i Eq(4.47)
Pvp, AND =1 — Py Nor 1 — ([N, PD, i) Eq (4.48)

In [59] - [61], generally the working process of hard decision fusion rule includes:
¢+ Every cognitive relay terminal makes its own individual decision based on the received
data from the source. Then each CR forwards the individual decision towards the CC.
«» The CC is responsible for making the final decision based on the received individual
decisions. Finally, it gives confirmation to relays about the presence or absence of the

PU.
45|Page



Chapter 5
Simulation Results and Discussions

5.1 Simulation Parameter Types and Considerations

In this thesis work, the performance analysis and comparison of adaptive and fixed thresholds
energy detector (ED) under the considered evaluation parameter described through simulations.
The outputs resulted and compared the binary hypothesis test statistics with decision thresholds
of the receiver signal strength through MATLAB2018a simulation tool. In additions, the

parameters used for simulations for this thesis work, described in the below Table 5.1.

Table 5 - 1: Simulation Parameters Type and Values

S/No Simulation Parameters Type and Values

1 Transmitted Signal (PU Signal) OFDM with QPSK schemes

2 Detection Algorithms Energy Detections

3 Channel models Rayleigh fading

4 Number of sample sizes/FFT sizes 128,256,512,1024,2048

5 SNR Ranges -25dB to 0 dB

6 Mean and Variance 0&1

7 Number of Transceivers (Tx and Rx) 2,2
Threshold Techniques Adaptive and Fixed thresholds
PD and PFA Oto1l

10 Noise Uncertainty factors p=1,1.01, 1.03 and 1.05

11 Number of Monte Carlo iterations 10000

12 Simulation Platform MATLABR2018a

5.2 The Performance Evaluation of Adaptive and Fixed Thresholds with effect of relatively
low SNR condition on the Energy detection process.

In [52,53], the IEEE 802.22 Wireless LAN standards for Probability of false alarming and

Probability of detection is Pry >0.1 and Pp >0.9, used in Cognitive radio networks
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communication respectively and considered in this thesis work. The performance evaluations
among adaptive and fixed threshold energy detector using MATLAB R208a software. The
expected ROC curve plots for both thresholds of energy detector on dual hop CRNs would be
not similar except the input parameters. However, the ROC curve plots are resulted in figure 5-
1, for both decision thresholds of ED with the minimum SNR value -20dB. For example, the
performance of adaptive threshold energy detector is better than fixed thresholds of energy
detector when the value of Pga< 0.21. In addition, when the range of probability of false
alarming (Pg,) increases from 0.21 to 0.51, the performance of fixed threshold energy detector
is relatively performing better than adaptive threshold energy detector at the same ranges
of Pga, during used the specified SNR conditions. On the other hand, as depicted in the below
figure 5 -1, the adaptive threshold energy detector outperforms the fixed threshold of ED
throughout detection probability ranges from 0 to 0.32 and 0.6 to 1. Subsequently, the Pgp
increases from 0 to 0.21 and 0.56 to 1, the Py increases proportionally. Therefore, the Pp of
adaptive thresholds of ED are outperforms than fixed thresholds at the minimum signal-to-noise

ratio environments.
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Figure 5- 1: The performance comparatives of fixed threshold and adaptive threshold energy
detector (ED) at SNR value -21dB.
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5.3 The performance comparison of fixed and adaptive thresholds with effect of relatively
high SNR condition on the energy detection process.

The comparison of constant threshold and adaptive threshold by using receiver operating
characteristic curve plots at higher signal-to noise ratio conditions presented in the figure 5-2.
For examples, when the Probability of false alarming enhancing from zero to 0.5, the detection
probability of fixed threshold performs better than adaptive threshold of ED through considered
specific SNR value -11dB. Therefore, the constant thresholds of energy detectors are considered
better to detect the PU signals in case of higher Signal to noise ratio conditions except weaker
signals which might be embedded in spread spectrum signal or in too noisy conditions. In
addition, obtained results from the simulation, the receiver operating characteristic (ROC) curve
plots of adaptive and fixed threshold of energy detection probability slightly the same when the
probability of false alarming value ranges increased from 0.5 to 1, when used the specified
higher signal-to- noise ratio (SNR) value is -11dB.

ROC Curves plot for performance Evaluation of Fixed and Adaptive threshold ED at SNR value = -11decibles
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Figure 5- 2: The performance comparatives of fixed threshold and adaptive threshold of energy
detector (ED) at SNR value -11dB
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5.4 The impact of the number of signal sample sizes on the energy detection process

In the figure 5-3, plotted SNR vs Py in this work, with the operating ranges of the signal-to-
noise ratio = -25dB to 0 decibels versus the detection probability ranges from 0.1 to 1 with
considered fixed false alarming probability value 0.01, to determine the effect of number of
signal sample sizes with varying values. On the other hand, as depicted from figure 5-3, when
the signal-to-noise ratio increases with detection probability also increases, thus implies the
strength of receiving signal increases the detection probability of primary user’s signal also
increases proportionally. In addition, the detection probability of PU signal increases even if at
minimum signal-to-noise ratio environments, when the considered number of samples becomes
high. For example, when the number of signal sample size considered is 2048-sample size, the
maximum strength of signal-to-noise ratio obtained at -11.9 dB, then the detection probability
of ED increased as per shown in the figure 5-3. Furthermore, the obtained result presents that at
the minimum SNR value of -25 dB, all considered number of signal sample size engages in
between 0.19 to 0.21 of detection probabilities. Thus implies, regardless of nhumber of signal

sample sizes, the PU’s signal Pp accuracy of energy detection is not good.

The Number of the signal sample sizes effect on the Detection Probability (PD) with PFA value = 0.01
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Figure 5- 3: SNR vs Pp, of the number of signal sample sizes effect on detection probability with
Pr, value = 0.01.
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5.5 The impact of the probability of false alarm on the energy detection process based on
signal-to-noise ratio

In the figure 5-4, presented the receiver operating characteristic curve plots of SNR vs Pp with
considering the different Pz, values = 0.01, 0.1, 0.25 and sample size, N= 2048. Therefore, as
presented in ROC curve plots, the performance of energy detection operates optimally and
identifies a PU signal from unwanted noise signals when the signal-to-noise ratio ranges from -
9dB to 0dB. In addition, as depicted in the figure, when the false alarming probability values
increases from 0.01 to 0.25, similarly increases the energy detection probability at the minimum
SNR ranges. Furthermore, as obtained from the plots, the relation of probability of detection
and probability of false alarming at specific SNR value, for example, SNR = -13.1dB, with Pg4
= 0.01, the Probability of detection obtained 0.49, with Pz, = 0.1, the Probability of detection
obtained 0.72 and with Pr4 = 0.25, the Probability of detection obtained 0.86. Therefore, similar

operations are occurring when the SNR ranges from -25dB to -20dB.

The SNR versus Probability of Detection (PD) with different False Alarming Probability (PFA) values = 0.01, 0.1 & 0.25
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Figure 5- 4: The SNR versus Probability of detection with different false alarming probability
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5.6 The effect of the signal-to-noise ratio ROC curve plots on the energy detection process

To provide, a quantitative way of estimating the detection accuracy, ROC curve plots evaluation
contributes a statistical framework that calculate and contrasts the false alarming probability and
detection probability during ED operations [62]. This thesis work presents, in figure 5-5, every
points on the ROC curve plots have a look of the different false alarming probability and
detection probability at different signal-to-noise ratio during the detection algorithm operations
with considered adaptive thresholds. Therefore, the detection performance becomes high when
the area under the curve is closer to one or unity and vice-versa operations obtained when the
AUC decreases. For examples, in the figure, ROC curve plots presented with varying signal-to-
noise ratios for adaptive decision thresholds of energy detector described, the AUC curve plots
become decreases, proportionally the signal-to-noise ratio decreases from -10 decibels to -21dB
and the performance of energy detection probability is also decreasing as per minimum SNR
conditions. On the other hand, the performance of adaptive thresholds of energy detection
algorithm increases, thus the signal-to-noise ratio increases proportionally. For instance,
considered at SNR value = -10dBs, the ED probability of detection performs high, and decreases
the energy detection performance when the SNR become decreases or at low SNR
environments. Finally, in [62] as claimed by IEEE 802.22 WLAN standards, the false alarming
probability and detection probability from plot results that the only desired values at signal-to-

noise ratio (SNR) = -10dBs.

ROC Curves Plot for Probability of False Alarm (PFA) vs Probability of Detection (PD) at Different SNR values
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Figure 5- 5: Pz, vs Pp of ROC curve plots for energy detector at different SNR values.
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5.7 The effect of the signal-to-noise ratio Complementary ROC curve plots on the energy
detection process

As depicted in figure 5-6, CROC curve plots under the probability of false alarm versus
probability of misdetection with variable SNR conditions. In addition, the miss detection
probability reduces when the signal-to-noise ratio and false alarming probability increases
respectively. The CROC curve is the inverse operation than the ROC curve plots during
detection performance analysis of adaptive energy detection technique. Therefore, when the area
under the CROC curve decreases, then increases the adaptive thresholds of energy detections
performances. On the other hand, as obtained from the CROC curve plots, when the considered
signal-to-noise ratio value increases, the area under the curve reduces and yielding that the miss-
detection probability decreased, when the area under the curves become reducing, the possibility
of the licensed and unlicensed user’s collision decreases. For example, from the Pgy VS Pyp at
different SNR value plots obtained results, when the probability of false alarm = 0.2, with SNR
value =-10dBs then, the miss detection probability (Pyp) becomes below 0.1. In addition, when
Pra = 0.2, with SNR value = -21 dB then, the probability of miss-detection approaches to 0.7.
Thus shows, at minimum SNR conditions, the probability of miss-detection increases and
decreases relatively at high SNR environments. Furthermore, the probability of miss-detection
decreased when the false alarming probability increased.

Complementary ROC (CROC) Curves Plot for PFA vs PMD with varving SNR values
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Figure 5- 6: The Pz, vs Py, 0f CROC curves for energy detector at different signal-to-noise
ratios.
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5.8 The Complementary ROC curve plots for performance comparison of ‘’Logic-OR”’
and “’Logic-AND’ *fusion rules under Rayleigh fading channel

Spectrum sensing technique is the key component of CR technology and compromised when a
CR user experience shadowing or fading effects then, cannot distinguish between a free band
and a deep fade in [60]. Thus, CR spectrum sensing techniques used a hard decision combining
fusion rules to optimize the sensing performances. Therefore, in this thesis work presents a
comparison of hard decision combining fusion rule (Logical- OR-rule and Logical- AND-rule)
to enhance the performance of adaptive ED during its operation considered under Rayleigh
fading environment. Furthermore, the fusion rule performed at fusion center (FC) to make the

final binary bits output for decision about the presence/absence of PU.

Complementary ROC curves Comparision of “Logic-OR" and *’Logic-AND"’ Fusion Rules under Rayleigh Fading channels for adaptive threshold of ED
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Figure 5- 7: The CROC curve plots Pg,4 VS Pyp for performance comparison of <’Logic-OR”’
and “’Logic-AND’ ’fusion rules.

The simulation results in the figure 5-8, depicted the hard decision rules performance
comparisons based on adaptive thresholds of energy detections and the input parameters that are

considered for this thesis work includes with the value of SNR = -11dB and the number of CR
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users (N) = 3 CR users) under Pz5 Vs Pyp ranges from 0.1 to 1. Therefore, as presented in the
figure 5-7, ROC curve plots, the “’Logic-OR”’ fusion rule out performs than the “’Logic-AND”’
fusion rules at maximum and minimum ranges of false alarm probability and probability of miss
detections during ED operations. For examples, the Pg, values from 0.4 to 1 with increasing the
detection probability by 10~ tor 0.1 and each CR user’s local decision information’s forwarded

to data fusion center and combined to determine the final decision to detect PU signals.
5.9 The decision thresholds of ED process based on the effects of noise uncertainty

In this section presented, the comparative analysis of decision thresholds (i.e. fixed and adaptive
thresholds) based on the effect of noise uncertainty in order to improve the performance of
energy detection under Pgy VS Pyp. In addition, the simulation results carried out in two
scenarios, i.e., ED of fixed and adaptive thresholds considered without noise uncertainty and
with noise uncertainty under high number of samples size and low SNR environments to achieve
a better detection probability during operations. Therefore, as per the obtained results in the
figure 5-8, the detection probability of energy detection of adaptive thresholds outperforms than

ED of fixed thresholds during with noise uncertainty and without noise uncertainty conditions.

ROC curve Plots for the Effects of Fixed and Adaptive Thresholds of ED's with and without Noise Uncertainty Respectively
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Figure 5- 8: Pz, vs P, of ROC curve plots for performance comparison of decision thresholds
with and without noise uncertainty effects.
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5.10 ROC curves plots for energy detection of adaptive thresholds with varying noise
uncertainty factors

As plotted in the figure 5-9, the ROC curve presents the performance of ED of adaptive
thresholds with noise uncertainty parameters (p) > 1. Therefore, when the value of noise
uncertainty, p > 1 is becomes a positive metric, which determines the size of noise power
uncertainty and the signal sampling complexity based on. On the other hand, when the value of
uncertainty parameter increases, the performance of detection probability become decreases
even if the considered number of samples is become high with specific signal-to noise ratio
value due to SNR wall restriction. For example, when noise uncertainty parameter = 1, the
detection performance is better than noise uncertainty parameters p = 1.01, 1.03 and 1.05
consecutively. Thus, implies that the detection probability increases when the noise uncertainty
is at minimum levels even if the number of sample size approaches to maximum levels or

infinity. Furthermore, it is impossible for the energy detection to detect the presence of primary
user in a spectrum due to SNR wall features.

ROC curve plots for Adaptive tresholds at different noise uncertainty values, p=1,1.01,1,03 & 1.05 at SNR value =17dB
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Chapter 6
Conclusion and Future Works

6.1 Conclusions

The 5th generation wireless technology is set apart the absence of difficulty communication of
billions of wireless devices connectivity that will strive to gain for spectrum scarcity. In addition,
Cognitive radio networks are the possible solution to solve the problems. Therefore, the analysis

of spectrum detection technology is a fundamental cognitive radio cycle operation.

In this thesis, a comparative analysis of decision thresholds based on energy detection on dual-
hop CRNs to analyze the decision thresholds performance and the effect of noise uncertainty
during the ED operations. Therefore, the objectives that achieved through this thesis work
expressed as: - Adaptive thresholds performed better than fixed threshold at low SNR
conditions, but the constant thresholds relatively having with better performance at high SNR
environments and from the obtained results, when the number of sample size increases the
detection performance also increases proportionally at perceived SNR ranges. In addition, when
the PFA increases from 0.01 to 0.25, then PD increases proportionally, however, the
performance of PFA decreases at high SNR value, but the Energy detector achieves high
probability of detection at the same SNR environment. And, from the ROC curve plots, the
performance of adaptive ED increases when SNR increase and Vic versa. The “’Logic-OR”’
fusion rule performs better than ’Logic-AND”’ fusion rules, this is attributed to the fact that OR
decision fusion rule involves result of a minimum of a single user out of K energy detector nodes
to declare the availability or presence of a PU. Moreover, when NU parameter increases, the
performance of ED decreases even if the number of samples is become high with specific SNR
value. Furthermore, the ED of adaptive threshold with NU has better performance than ED of

constant threshold with NU.
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6.2 Future Works

This section includes discussions concerning the performance problems and the future scientific
demanding tasks related to comparison and performance analysis of decision thresholds of the

Energy detection technique based on simulation results presented in the previous discussions.

Therefore, this thesis work limited on detail explanations on the effects of probability of false
alarming, the number of samples, signal-to-noise ratio, and noise uncertainty on decision
thresholds of matched-filter detection (MFD) and cyclo-stationary feature detection (CFD)
techniques through OFDM signals during operations.

In addition, the effects of cognitive relaying and MIMO communication systems with Alamuti
STBC schemes considered in my feature work. This thesis works advanced to further the
development of energy detection-based adaptive thresholds for real-time software-defined radio
platforms using USRP hardware and GNU Radio software. Furthermore, advanced on further
study double dynamic thresholds based on ED under low SNR Conditions with varying noise

uncertainties.
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Appendix’s
Appendix 1. The mathematical derivations for Cyclo-stationary feature detections
In case of CFD, both the spectral correlation and the periodic statics features. However, its
periodicity depends on; the autocorrelation of Rx (¢, t) of the signal displays periodic properties
with time and the mean value E(x)from the cyclostationary signal x(t). The mathematical

analysis described as:
Rx(t+21,t—§)=Rx(t+T0+§,t+T0—§) Eq (1)
From the above Equation (4-27), the delay T and T, # 0, then it becomes:
Re(t+3,t—3) = E{x(t+3)x(t—3)} Eq (2)
Where, E (.) = is denotes the expectation value of the signal.
R, =isa periodic function
When the periodic function described in FFT:
R (t+5,6-1) = TR, () e o Eq (3)

Where, a = is denotes the reciprocal of the fundamental period T, and R,* which is cyclic
autocorrelation of the signals multiply with the sum of overall integers, when the FFT coefficient
Is taking in to account by [52].

T

0 ,
R.(T) = % [3, Re(t+2,t—2) e/2mtde Eq (4)

2

Where, R%(t) =is denotes the CAF (cyclic Autocorrelation function).

In order to obtain the Power Spectral Density (PSD), the FFT of the autocorrelation function in
Eq (4-30) becomes:

Sx(F) = [0 Remyeiontras Eq (5)

As per given in the Eq(s), the Spectral Correlation Density (SCD) or CSD (Cyclic spectrum
Density), may also be accomplished from the FFT of the cyclic autocorrelation function given
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by N number of samples of signal, then the estimated spectral correlation function or density
SCD is

SE() =T X, (n f+E5) XL f—=9) Eq (6)
Where, X, (n,k) = =3 ;x() e 1277 Eq (7)

Ka = aL/fs = is denotes L point Direct Fourier Transform (DFT) at Nth samples of the received
information and is the sampling frequency with corresponding to cyclic frequency a and the
Spectral Correlation detection of the received signal, then compared to the pre-defined threshold
value. Therefore, for a specific predefined threshold, value A2 the mathematical analysis of CFD
performance evaluation metrics: probability of detection (PD), probability of false alarm (Pf),

and probability of miss-detection (Pm) equations expressed as:

A 2XSNR A
Pp = Prob (E(x) > =) = Q< = ,g> Eq (8)
Pes = prob(E(x) > -~ = Exp(—= Eq (9
ra = prob(E(x) > — = Exp(53) q(9)
2XSNR A
PMD:1_PD:1_Q< ;nz ,§> Eq (10)
Where,
Exp () =is denotes the exponential function
P : . N :
SNR = 502 , P = is average PU signal power, §n? = is noise variance
5,2 = o N = is number of samples
A T O2N+1 -ish P

Appendix 2: The Mathematical Derivations for Energy Detections (ED)

The presence or absence of PU for a single predefined threshold described as:
{E(n) > A, H1 : Licensed band is Present

E(n) < A, HO : Licensed band is Absent
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From the central limit theory, if the noise variance is considered fixed, and the noise uncertainty
IS not considered:

N (8n? %) HO
E(n) = 2 Eq (1)
N((6n2 + P), (6n2 + %) H1

In the adaptive threshold energy detection modelling, the noise power and the transmitted signal
considered to be an 11D RV (independent and identically distributed random variables) with zero

mean or 8p? = 0 and én? = 1.

When, the signal-to-noise ratio (SNR) is to be considered, y

_ o
- Sn2 Eq (2)
Then, the test statics is given by equations,
E(n) = XN, [X(n)| 2 Eq (3)

Based on central limit theorem, the number of sample size gets increase, the E (n) has a normal
distribution with pi mean and variance &i under the hypothesis test statics Hi, where, i= 0, 1
[46]. Hence, each described to be

ui =fori=0,1and &i = fori = 0,1, therefore;

no = 6n2 but 8 = Eq (4)
N2
W = n?*(1+y),8; = 8y +1)2 Eq (5)

When the number sample size increase, the mathematical analysis is consent for adaptive
threshold energy detection, in terms of probability of false alarm (PFA) and Detection

Probability (PD) can be determined as:

A—=N(8u%+8n?)
P, = P{E(n) > A|H1} = Qm< > Eq (6)
P (ZN)%(\/(Su2+8n2)2)

A—NSnz))
(V2N&n#

Pea = P{E(n) > A|HO} = Qm ( Eq (7)
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2
No_ of sample size (N) = V—lz [% (PFA) — % (PD) *V2SNR + 1] if SNR =y
11 1 2
== [5 (PFA) =< (PD) x (1 +7)]

-2
=2[Q " (PFA) — QX (PD) + [(r = (p — 7))
Appendix 3: The mathematical derivations for Matched Filter Detections (MFD)
The mathematical analysis of MFD depicted as:

E(x) = ~¥NZdx(n) x S(n) Eq (1)

Where, S(n) = prior Known signal,
E(x) = is denotes test statics

8n?  =is denotes the noise variance

In MFD, the test statics expressed as:
2
N (0,%) HO
Eq (2)

e = N (NP, P%) H1

Where, P = is denotes the average PU signal power.

For probability equations of MFD mathimatical expression for Probability of detection (Pp),

Probability of false alarm (Pg,4), and probability of mis-detection (P,,p), are described as :

P, = Prob (E(x) >2)=Q f:’ Eq (3)
N
Pry = Prob (E(x) > HLO) =Q Pinz Eq (4)
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N

PMD=1—Pd=1—Q< — > Eq (5)

Where, on? = is variance of the noise

Q(.) =isthe Q-function and it is described as:

QW) == J"e*/rdr Eq (6)
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